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We show how the techniques developed for long distance quantum key distribution in op-
tical fibers can be used to demonstrate other quantum information processing and com-
munication protocols. We present a fiber optics realizationof the Deutsch-Jozsa and
Bernstein-Vazirani algorithms. We describe a method, called ”error filtration”, for re-
ducing errors in quantum communication channels, and present an experimental imple-
mentation thereof. We discuss the cryptographic primitiveof string flipping, and present
an experimental implementation which has higher security than achievable using any
classical protocol.

Introduction
The field of quantum information is based upon the idea that one should use the spe-
cific features of quantum mechanics to carry out informationprocessing tasks that are
impossible classical. Some of the landmarks in this field were the realization in 1984 by
Bennett and Brassard that quantum mechanics could be used for secure cryptography[1]
-technically called Quantum Key Distribution (QKD)- and the first quantum algorithm
proposed in 1985 by Deutsch[2]. The 1990’s saw many significant discoveries -described
for instance in [3]-, such as quantum teleportation, quantum error correction and entangle-
ment purification, a quantum algorithm that solves a problemof practical interest (Shor’s
factoring algorithm), the first realistic proposals for building a quantum computer, etc...
Since then the field has progressed significantly, both from the theoretical and practical
aspects.
The most advanced application is undoubtedly QKD. This is because QKD requires that
only a single photon be manipulated, which is much easier than most other applications
of quantum information. There are at present two startup’s that commercialize quantum
cryptography systems, and several multinational companies are actively involved in R &
D on quantum key distribution. Nowadays quantum cryptography can reach ranges of
over 100km[4, 5].
In the work reported here we show how the ”plug and play” system[6] developed for long
distance QKD can be adapted for use in other quantum information tasks. We present
applications to quantum algorithms, quantum error detection, and quantum string flipping.
These works show that the plug and play system can be used for many applications other
than QKD.

Fiber optics implementation of Deutsch-Jozsa and Bernstein-Vazirani
algorithms
Deutsch’s algorithm [2] and its extensions by Deutsch and Jozsa [7] and Bernstein and
Vazirani[8, 9] belong to the class of ”oracle” based algorithms. An oracle is a black box,
which given an inputx = x1x2 . . .xn consisting ofn bits, computes a single bit, the function
f (x). The aim is to learn some property off with as few queries to the oracle as possible.
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Figure 1: Experimental setup for the fiber optics realization of the Deutsch-Jozsa and
Bernstein-Vazirani algorithms. L.D. Laser Diode, A Attenuator, C Circulator,C1 . . .C7

Couplers,I1I2 Isolators,L1L2L3 delay lines,Φ Phase Modulator, D Photon Counter

The Deutsch-Jozsa and Bernstein-Vazirani problems require2n−1 + 1 andn calls to the
oracle respectively when classical computers are used, butonly a single query when a
quantum computer is used.
In [10] we reported on a fiber optics implementation of the Deutsch-Jozsa and Bernstein-
Vazirani algorithms with quantum states of dimension 8, corresponding to 3 qubits. The
experimental setup is described in Fig. 1. It is realized at telecommunication wavelengths
(1.55µm) using standard fibers (SMF28). The protocol starts by producing a short laser
pulse. The pulse is then sent through 3 unbalanced Mach-Zehnder interferometers, with
path length differences∆1, ∆2 ≃ 2∆1, ∆3 ≃ 4∆1. This realizes an equal superposition of
8 time bins. The action of the oracle is implemented by a phasemodulatorΦ which puts
a pattern of 0 orπ phases on the successive time bins. The 8 pulses are then reflected by
the Faraday mirror, and pass a second time through the 3 Mach-Zehnder interferometers.
The time of arrival of the pulse is recorded using a single photon detector. The time
of arrival encodes the result of the measurement. We checkedthat this implementation
reproduces well the predictions of the Deutsch-Jozsa and Bernstein-Vazirani algorithms,
with visibilities of approximately 97%.

Error Filtration
One of the major advances in quantum information is that one can in principle correct
errors that occur in quantum memories[11], in quantum communication[12], and in quan-
tum computers. However it is very difficult to implement these ideas in practice be-
cause they require multi particle interactions, and only a few proof of principle laboratory
demonstrations have been realized. An alternative method,callederror filtration, allows
errors to be filtered out during quantum communication, and can in contrast be easily im-
plemented using present technology [13]. The main idea of error filtration is to encode
one qubit in a single particle within a Hilbert space of dimension greater than two. It
is then possible, using a simple interferometer, to detect with high probability whether
a phase error has occurred, and, if so, to discard the state. This quantum error detec-
tion scheme is less powerful than full error correction, butfor many applications such as
quantum key distribution (QKD) discarding the state affected by noise is sufficient.
In order to implement error filtration one constructs an equal superposition of the different
basis states. After the noise has acted one lets the different basis states interfere, and
uses only the state in which there is constructive interference. If the noise acting on
the different basis states is independent, it will have a tendency to average out in the
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Figure 2: Experimental setup for quantum string flipping.Dcl Classical Detector, PBS
Polarizing Beam Splitter, FM Faraday Mirror, Att Attenuator, C1C2C3 Couplers
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Figure 3: Results for the quantum string flipping experiment as a function of the mean
number of photons sent from Alice to Bob. ClassicallyH∞

A +H∞
B is always less thenn.

constructive output. The net effect is to reduce the noise atthe expense of intensity.
In our implementation of error filtration [14], a 4 dimensional state, corresponding to 4
time bins propagating in optical fibers, is produced using 2 unbalanced Mach-Zehnder in-
terferometers. A single qubit is encoded in this 4 dimensional space. During propagation
the qubit is affected by noise. The decoding and measurementoperations are performed
by sending a second time the 4 time bins through the 2 unbalanced Mach-Zehnder inter-
ferometers. Finally the output path and time of arrival is measured using a single photon
detector. This allowed us to realize the optical part of a QKDscheme in an environment
too noisy to implement the standard BB84 protocol. Using errorfiltration the amount of
noise was reduced and the BB84 protocol was rendered secure.

String Flipping
Coin tossing is a cryptographic primitive in which 2 parties which do not trust each other
want to choose a random bit. String flipping is a generalization in which the two mis-
trustful parties want to choose a string ofn random bits. If both parties are honest, then
the probability of each stringc = c1c2 . . .cn is 2−n. If party A (B) is dishonest, we denote
by 2−H∞

A(B) the probability that he can force the outcome to bec. If the parties only have
a classical communication channel, then one can show thatH∞

A + H∞
B ≤ n. On the other
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hand if the parties use a quantum communication channel, andif a dishonest party wants
to the probability that he is caught cheating to be small, then H∞

A + H∞
B can be kept ar-

bitrarily close to 2n: under this condition a cheater can only very slightly influence the
outcome of the string flipping.
In [15] we reported on a fiber optics implementation of stringflipping. The experimental
setup is illustrated in Fig. 2. It uses techniques very similar to those used for long distance
QKD, and is therefore suitable for long distance implementation over telecom fibers. In
the experiment we were able to ensure thatH∞

A +H∞
B > n, see Fig. 3. Thus the experiment

generated strings more random than could be obtained using any classical protocol.
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