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A cryptographic scheme using two synchronized chaotic semiconductor lasers
subject to external optical feedback is investigated numerically. Unlike the schemes
that have been proposed so far, the information signal is not just mixed with the
chaotic signal produced by the transmitter laser but it is also injected into the
dynamics of this external-cavity laser. This makes it more difficult to unmask the
cryptographic scheme. Depending on the values of some parameters of the
transmitter and receiver lasers, we observe either a “classic” synchronization or a
novel type of synchronization, called anticipating synchronization, in which the
receiver synchronizes with a future state of the transmitter.

1 Introduction

Secure communication using chaotic signals has attracted much attention since the
discovery of synchronized chaos [1]. We will present in this paper a new cryptographic
scheme that is based on the “chaotic masking” technique. In this kind of technique, the
message is added to a chaotic “carrier” produced by the transmitter system. The
transmitted signal is injected into the receiver system, which synchronizes, after a
transient, with the chaotic carrier produced by the transmitter. The message is extracted
at the receiver by subtracting the chaotic carrier reproduced at the receiver from the
transmitted signal.

Chen and Liu [2] have devised a scheme that uses semiconductor lasers subject to
external injection and in which the message is not just added to the output of the
transmitter laser but is also injected into its dynamics. Therefore the chaotic carrier itself
is dependent on the message and it will be more difficult for an eavesdropper to extract
the message by predicting locally the dynamics of the chaotic carrier [3] precisely
because this carrier is also a function of the unknown message.

In this paper, we propose two new cryptographic schemes in which the message is
injected into the dynamics of the transmitter and is added to the output of this
transmitter but contrary to [2], external-cavity lasers are used. The advantage of this
scheme over [2] relies on the fact that the delay introduced by the external cavity creates
an infinite dimensional phase space and therefore the chaotic signals produced by
external-cavity lasers can be very hyperchaotic (i.e. can possess a very large number of
positive Lyapounov exponents). The use of hyperchaotic signals has precisely been
proposed as a way of increasing the security level of chaotic optical cryptography [4].

In section Il, we present the two new cryptographic schemes. The first one is based on
synchronization in the usual sense and the second one is based on a novel type of
synchronization called anticipating synchronization [5].
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II Cryptographic schemes proposed
II.1 Scheme using « Classic » synchronization

Figure 1 represents the first cryptographic scheme proposed. The transmitter and the
receiver are two identical single-mode external-cavity lasers. The message is a binary
pseudo-random bipolar signal whose complex electric field is m(r) 2™ ~". This signal is
injected into the laser cavity through its left facet and is also added to the laser output.
At the receiver, the transmitted signal is injected into the laser cavity through its left
facet. The coupling attenuators (CA) and the neutral density filters (NDF) are used to
control the power injected and reflected back into the laser cavities.
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FIG. 1. Cryptographic scheme using « classic » FIG. 2. Synchronization error (a)
synchronization and reconstructed signal (b).

The model used is based on the Lang and Kobayashi equations [6]. It can be easily
found that the equations for the carrier density and the complex amplitude of the electric
field for the transmitter (t) and the receiver (r) are:
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In the preceding equations, the different parameters have the same meaning and the
same values asin [7] and in addition r,,,, is the propagation time of light between the
transmitter and the receiver, w,, =w,, =w,,, =w, are the angular frequencies of the
solitary transmitter and receiver lasers and the angular frequency of the laser used to
produce the message respectively, y, =y, =200°s™, y_., =y.., =500"s* where y,, y,
are the feedback coefficients of the transmitter and receiver lasers respectively and y,,, ,
V... theinjection coefficients in the transmitter and receiver lasers respectively.

Photodiode PD1 produces an output proportional to the power injected into the receiver,
\E, (1) 2™ + m(t)‘z = E2(f) + m?(r) + 2(F, () On(r) (eos(@p (1)) ; the output of PD2 is

proportional to the output power of the receiver £2(r) = £7(r) . The synchronization error
on the power of the electric field is represented in figure 2. After a short transient, this
error becomes bounded and small. Figure 2 shows also the message reconstructed at the
receiver by subtracting the outputs of the two photodiodes and by low-pass filtering the
difference signal in order to diminate the interference term 2k, (¢) Gn(s) [eos(¢ (1)) - Like
in any chaotic masking scheme, for efficient suppression of the interference term the
message has to be transmitted at a lower frequency than the typical frequency (several
GH2) of the chaotic carrier fluctuations. We have used in these simulations a bit rate of
0.25 Mbit/s.

II.2 Scheme using anticipating synchronization

The cryptographic scheme proposed is represented in figure 3. This time, the message
that isinjected into the transmitter laser, m(r)2™~", isadelayed version (with adelay
equal to ) of the message m(: + ) @™~*" that is added to the chaotic carrier.
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FIG. 3. Cryptographic scheme using anticipating FIG. 4. Synchronization error (a)
synchronization and reconstructed signa (b).
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The equations of this scheme are given in [8] and it has been found that a synchronized
solution  {E,(t) = E,(t =Ty #TH G, () = @6 =Ty +7) = Wo Ul e =T), N, () = N, (=T, +T)}
exists if al the homologous parameters of the receiver and of the transmitter are equal
and if n, =n, +n..,a0d n,,, =n..,. This means thet a timet, the receiver produces an

output that is equal to the chaotic carrier that will be injected into it at time ¢+7.
Therefore the receiver laser anticipates the dynamics of the transmitter laser.

Figure 4 represents the synchronization error. After a short transient, this error becomes
equal to zero, confirming the fact that perfect synchronization occurs®. Since the
synchronization is perfect, the interference term is null and therefore the bit rates that
can be transmitted are higher than with the first scheme, if the transmitter and receiver
lasers are identical. A message at 1Gbit/s has been transmitted and the reconstructed
signal is represented in figure 4. The reconstruction is perfect and no filtering is needed
in this case.

An important issue is the robustness of these two cryptographic schemes to mismatches
between homologous parameters of the transmitter and the receiver. Numerical
simulations show that, for both schemes, the quality of the synchronization is not
significantly affected if the mismatches are limited to a few percent. However the
presence of an interference term in the second scheme induces a reduction of the bit rate
of the message.

IIT Conclusion

We have proposed two new cryptographic schemes that possess a higher security level
than the conventional chaotic masking schemes because the message is not just added to
the chaotic carrier but is also injected into the dynamics of the transmitter laser.
Moreover, the use of chaos generated by an external cavity laser means that very
hyperchaotic carriers can be generated, which is also believed to increase the secrecy of
the transmission. However, the real security level of this scheme, and of the other
schemes using chaotic optical cryptography, is an issue that has still to be clarified.
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